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Finance, Risk and Assurance Committee 
14 February 2023 
Report 23.22 

For Information  

HARBOUR MANAGEMENT – RISK AND COMPLIANCE UPDATE – FEBRUARY 2023 

Te take mō te pūrongo 
Purpose 

1. To update the Finance, Risk and Assurance Committee (the Committee) on any 
significant compliance issues or emerging or changing risks affecting Greater Wellington 
Regional Council’s Harbours function. 

Te tātaritanga 
Analysis 

Shelly Bay wharves 

2. Officers had discussions with Iwi and the developer about the options for the existing 
and possible future wharves. The indication from the developer is that they wish to 
remove the existing structures and this work should begin shortly. We will be 
considering and monitoring their method to mitigate risk during this work.   

3. Until this work is completed more timbers are likely to break free and we have placed 
signage at the Evans Bay launching ramp to reflect this.  

Channel Risk Assessment 

4. In 2020, CentrePort and Greater Wellington commissioned South Maritime Solutions to 
review navigation safety in the Wellington Harbour entrance channel and approaches. 
The review considered the infrastructure, current practise, best practices and possible 
future changes. The final report was received in October 2020.  

5. In December 2022 there was a post-covid resumption of the Harbour users forum for 
large and commercial harbour users. The author of the Channel review report spoke 
about risk management including the need to address risks that have not yet sparked 
incidents.  

6. At that meeting we invited input to working groups from stakeholders to progress some 
specific areas of the review.  

Sunken/Derelict vessels 

7. The vessel ‘Sealion’ sunk at its at Glasgow wharf. A boom was put in place to contain 
debris and a small amount of oil.  The owner was unable to take any action to recover 
the vessel. 
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8. Our wreck removal insurer provider accepted the claim.  With their assistance we 
selected a salvor.  They recovered the vessel to the Hutt River mouth and removed and 
disposed of the vessel.  

9. We have an agreement with Centreport regarding sharing the excess and insurer is also 
considering cost recovery options.  

Mana bridge launching area 

10. We have not been actively patrolling this area this summer.  The signage and marker 
poles are still in place and mark out the launching area.   

Navigation issues 

11. StraitNZ Bluebridge, operators of the Bluebridge Ferries, are introducing a replacement 
ship on the Cook Strait service.  It arrived in Wellington on 29 January 2023 and will go 
into service mid-February, this is a newer sister ship to their existing vessel Strait 
Feronina. 

12. The Te Ara Tupua cycleway (Petone to Ngauranga) is due to begin construction shortly 
which will see a tug and barge operations bringing rocks into the harbour as well as 
increased smaller barge traffic along the motorway foreshore.  We are in conversation 
with the Alliance and the various operators to understand the operations and minimise 
risk.  

13. The ferry berth for the new Kiwirail ferries has been consented and land works have 
already begun.  We are expecting coastal work to get underway shortly and this will 
have more construction activity in an area of the harbour adjacent to regular ship 
movements. We will monitor this work, and regulate if needed, to mitigate risk. 

Kaitaki power loss 28 January 

14. At 4:48pm on 28 January 2023, Harbour Radio informed the Harbourmaster that the 
ferry Kaitaki had lost all power and was drifting west of Sinclair head being pushed by a 
strong Southerly wind rapidly towards the shore with 864 persons aboard.   

15. This is a scenario that has been mentioned in the past as a risk in relation to the ability 
to provide assistance. 

16. The two Centreport tugs were ready to go at the berth for another ship and were 
dispatched by Centreport to stand by.  While on their way to Steeple rock (inside the 
harbour) Kaitaki declared a MAYDAY and the tugs were instructed to proceed to the 
ship.  This was outside of their certified operational area.  These tugs are designed for 
harbour work and not for open water towing that would have been required. After 
making best speed in the conditions the tugs arrived at the ship about 90 minutes after 
Kaitaki had stopped drifting. 

17. After drifting just over a nautical mile (about 2km) in half an hour the ships anchors held 
once they reached relatively shallow water (around 30 metres deep).  

18. Rescue Co-ordination Centre NZ (RCCNZ) and the Police were managing the incident 
and there were many people directly involved and on standby in response to this.  These 
included Police SAR, Wellington Free Ambulance, WREMEO, public health as well as 
Maritime NZ, Centreport and ourselves. The Police had activated their mass rescue  
plan. 
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19. Power was restored, engines tested and once the anchors were raised the ferry 
proceeded to Wellington at reduced power, partially to enable them to travel with the 
tugs nearby. There was a discussion given, that there had been a blackout, as to whether 
the ship should proceed into the harbour in the conditions at the time or go to an 
alternative anchorage or Picton. Both RCCNZ and the port team (Harbour Master, 
Deputy, Centreport Marine manager and a senior Pilot) had a discussion with the 
Master about his confidence in the engines before allowing the vessel into Wellington. 

20. Kaitaki made it safely back into the harbour at a reduced speed to allow the tugs to 
keep up.  A Pilot boarded once inside the harbour and used the two tugs to assist with 
berthing to unload the passengers and freight. 

21. This incident was serious and large involving many agencies and a couple of hundred 
people all up.  The outcome could have been much worse had the Kaitaki’s anchors not 
held, and it was a credit to those on board and those in support and a considerable 
amount of good fortune that it was not. 

22. Centreport provided considerable support on the water and ashore.  

23. Multiple investigations will be undertaken following this. 

King wharf Navigation Pile  

24. Early morning on Friday 25 March 2022, while attempting to berth in a strong gusty 
southerly wind, the Straitsman contacted the Kings Wharf Pile Light, and severely 
damaged the Pile.  

25. The replacement was installed with a replacement light and radar reflector completed 
by late November 2022. The costs were met by StraitNZ (operators of the Straitsman). 

Port and Harbour Marine Safety Code 

26. Greater Wellington and Centreport are partners in the Port and Harbour Marine Safety 
Code, a voluntary code of best practise for managing ports and harbours.  Ports subject 
to the Code have regular (3-4 year) peer review. 

27. Our review was in October 2022 and in January 2023 we received the findings from the 
review panel. We were found to be Code compliant however there were some areas for 
improvement, and we are working towards addressing those.  

Ngā hua ahumoni 
Financial implications 

28. The majority of the cost of the Sealion has been met by our insurer.  Generally disposal 
of derelict or uninsured vessels will present unplanned expenditure from the operating 
budget. 

29. Recommendations arising from the channel risk assessment may have a variety of 
financial implications for both CentrePort and Greater Wellington. Options for 
mitigating any financial impacts will be investigated.  
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Ngā kaiwaitohu 
Signatories 

Writer Grant Nalder – Manager, Harbours, Harbourmaster 

Approvers Al Cross – General Manager, Environment Management  

Sue McLean – General Manager, Corporate Services 
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He whakarāpopoto i ngā huritaonga 
Summary of considerations 

Fit with Council’s roles or with Committee’s terms of reference 

This report allows the Committee to “review… Greater Wellington’s identification and 
management of risks faced by Council and the organisation… [including]… whether Greater 
Wellington is taking effective action to mitigate significant risks.” 

Contribution to Annual Plan / Long Term Plan / Other key strategies and policies 

This report does not contribute directly to Council’s or Greater Wellington’s key strategies, 
plans, or policies. 

Internal consultation 

Environmental Regulation was consulted relating to wharves.  

Risks and impacts - legal / health and safety etc. 

Specific risks and related mitigations are discussed in the Analysis section of this report. 
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Finance Risk and Assurance Committee 
14 February 2023 
Report 23.29 

For Information 

QUARTERLY FINANCE UPDATE – QUARTER TWO 2022/23 

Te take mō te pūrongo 
Purpose 

1. To provide the Finance, Risk and Assurance Committee (the Committee) with Greater 
Wellington Regional Council’s (Greater Wellington) financial reports for the quarter 
ended 31 December 2022. 

Te tāhū kōrero 
Background 

2. This report provides a summary of the financial performance of Greater Wellington’s 
activities for the six months to 31 December 2022. Further detail is provided in 
Attachment 1. 

3. The result to December 2022 is a $11.7 million surplus, Greater Wellington had 
budgeted for a $0.7 million surplus. The favourable variance to budget of $11 million is 
primarily due to fair value movement on interest rate swaps (Fair Value Movements). If 
the benefit of the fair value movement is removed, then there was a $0.2 million deficit 
mainly driven by lower farebox revenue. 

Te tātaritanga 
Analysis 

4. The key results are outlined below: 

a Total Revenue was $7.0 million lower than budget. Materially driven by two 
offsetting items: 

i Reduced fare revenue post COVID-19 of $14.5 million due to lower 
patronage levels from reduced services and an increase in working from 
home practices, and $18.0 million due to half price fares. 

ii This has been offset by higher grants and subsidies in public transport of 
$22.4 million from Waka Kotahi to help bridge the COVID-19 revenue gap 
and half price fares support. 

b Total Expenditure was $6.1 million lower than budget. Driven by: 
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i Lower expenditure across multiple business groups (Metlink, Strategy, 
Catchment and Environment) mainly from delays with operational 
projects being offset by higher financing costs of $4.8 million. 

ii A further saving of $4.0 million has been made in Metlink with the 
reduction in contractual payments to bus operators for failing to meet 
key performance indicators (KPIs). 

c These impacts have resulted in a small operational deficit before extraordinary 
items of $0.2 million, which is $0.9 million unfavourable to the budget.  

d An extraordinary item, Fair Value Movements on swap contracts has 
contributed $11.9 million and turned the deficit into an $11.7 million surplus. 

e Capital Expenditure for the six months to 31 December 2022 was $28.6 million 
below budget, with $63.4 million spent to date.  

f Achieving the Capital Projects (CAPEX) budget will be challenging in the 
2022/23 fiscal year, as it has been in prior years. 

g Wellington Water is currently driving the CAPEX spend, having achieved $33 
million compared with their year to date (YTD) budget of $38 million. If 
Wellington Water is excluded from the total capital budget, then the other 
business groups are down 45% on their CAPEX budgets, having spent $30 
million against a YTD budget of $54 million. 

h Greater Wellington’s response to address this continual underspend has been 
to engage PwC as part of the business assurance programme and to undertake 
a zero-based budgeting exercise for the 2023/24 Annual Plan. This budget 
exercise will focus on projects that are deliverable, affordable, will improve 
staff wellbeing and will have a high impact on the region. 

2023/24 Annual Planning 

5. At the Council workshop on the 15 December, Council discussed going out to public 
engagement with a proposed 17.8% rates increase.  

Ngā āpitihanga 
Attachment 

Number Title 
1 Financial Report – 31 December 2022 

Ngā kaiwaitohu 
Signatories 

Writers Darryl Joyce – Kaiwhakahaere Matua | Manager, Accounting Services 

Alison Trustrum-Rainey – Āpiha Mātāmua Pūtea | Chief Financial Officer 

Approver Sue McLean – Kaiwhakahaere Matua, Ratonga Rangapū | General Manager 
Corporate Services  
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He whakarāpopoto i ngā huritaonga 
Summary of considerations 

Fit with Council’s roles or with Committee’s terms of reference 

The Committee’s specific responsibilities include to “review the robustness of the 
organisation’s financial performance.” 

Contribution to Annual Plan / Long Term Plan / Other key strategies and policies 

The report reviews performance against the financial statements in Council’s 2022/23 
Annual Plan. 

Internal consultation 

All business groups contribute to Greater Wellington’s financial performance. 

Risks and impacts - legal / health and safety etc. 

There are no known risks arising from this report. 
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Attachment 1 to Report 23.29 
Financial Report – 31 December 2022 

 
 

 
 

Council Financial Summary – 31 December 2022 
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Attachment 1 to Report 23.29 
Financial Report – 31 December 2022 

 
 

 

Summary of Key Issues & Year End Financial Update  
 
Key Issues 

 
• The result to December is a $11.7m surplus, GWRC had budgeted for a $0.7m surplus.  The 

favourable variance to budget of $11m is primarily due to fair value movement on interest rate 
swaps (Fair Value Movements). If the benefit of the fair value movement is removed, then 
there was a ($0.2m) deficit mainly driven by lower farebox revenue. 
 

• Farebox revenue continues to be a challenge in the first half of 22/23, currently down by 
$14.5m from lower patronage levels from reduced services and hybrid working practices and 
$18.0m due to half price fares.  
 

• The reduced farebox revenue has been offset by higher grants and subsidies of $22.4m from 
Waka Kotahi to help bridge the Covid19 revenue gap and half price fares support. 
 

• Higher interest rates have added an additional $4.9m to Finance Costs line in Operating 
Expenditure. This is partially offset by additional investment revenue of $2.7m.  
 

• Achieving the Capital Projects (CAPEX) budget will be challenging in 22/23 as it has been in prior 
years.  

 
• Wellington Water is currently driving the CAPEX spend, having achieved $33m compared with 

their YTD budget of $38m. If Wellington Water is excluded from the total capital budget, then 
the other business groups are down 45% on their CAPEX budget. Spending $30m against a YTD 
budget of $54m. 

 
• Greater Wellington’s response to address this continual underspend has been to engage PWC as 

part of the business assurance programme and to undertake a zero-based budgeting exercise for 
the 23/24 annual plan with a focus on deliverability, affordability, staff wellbeing and high impact 
on the Region. 
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Attachment 1 to Report 23.29 
Financial Report – 31 December 2022 

 
 

 
Operating Revenue 
 
$251.9m $258.9m ($7.0m) 
YTD Actual YTD Budget YTD Variance  

 
Revenue Key Variances 
 

($10.1m)  PT – Fees and Charges ($32.5m) unfavourable in fare revenue due to 
reduced fare revenue post covid ($14.5m) due to lower patronage levels 
from reduced services and an increase in working from home practices and 
($18.0m) due to half price fares. 

PT – Grants and Subsidises(G&S)  $22.4m favourable from additional 
support from Waka Kotahi. Most of this additional support provided to 
cover the shortfall in revenue from half price fares. 

 

$3.2m Catchment  – Fees and Charges : $1.6m favourable Akura Nursery revenue is above 
budget.  
Grants and Subsidises(G&S) $1.6m favourable Ruamahanga & Climate resilience 
grant funding ahead of schedule. 

 
 

Operating Expenditure  
 
$252.0m $258.1m $6.1m 
YTD Actual YTD Budget YTD Variance  

  
 

Expense Key Variances 
 

$4.1m Strategy – favourable mainly due to delays in LGWM. 
 

$4.0m Metlink – Grants and Subsidy expenditure is reduced due to bus operators service level 
KPIs not being achieved. Payments to operators were subsequently reduced by $4m. 

 
$1.2m Catchment – favourable due to lower expenditure on operational projects in Land 

Management, Flood Protection, Integrated Catchment management, Biosecurity, and 
Biodiversity. 

 
$2.1m Environment – favourable mainly due to delays with the Ruamahanga Aerial survey 

project, now underway in January 23. 
 
($1.0m) Corporate Services – ICT, mainly driven by IT delivery projects budgeted as CAPEX but 

now classified as OPEX. This is due to a move to using more Software as a Service (SaaS) 
tools.  

($4.9m) Finance Costs - Additional interest expense on new loans. 
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Attachment 1 to Report 23.29 
Financial Report – 31 December 2022 

 
 

 
Capital Expenditure 

 
$63.5 $92.1m ($28.6m) 
YTD Actual YTD Budget YTD Variance  
   

 
 
Capital Expenditure Key Variances 
 
$9.3m Catchment & Flood Protection – Slower than anticipated work on RiverLink ($2.8m) 

design and construction. RiverLink property purchases ($1m) below budget (market 
driven). Kapiti FMP implementation ($2.9m), and Wairarapa FMP’s ($1.7m). 

 
$1.4m  Environment – Science network capex replacement tracking below 

budget. FY underspend of $1.3m identified and rebudgeted in 23/24 
annual plan. 

 
$13.6m  PT – National ticketing solution has been re-scheduled, $9.6m.  Snapper 

on Rails is the transitional solution and is OPEX in nature. A particularly 
wet winter period across the initial six months causing delays in civil 
works projects. 

 
$4.9m Water – Kaitoke flume bridge delay due to poor weather conditions 

$3.4mTe Marua capacity upgrade tracking behind the plan due to 
procurement delays and contractor availability $3.8m. Offset by 
overspend on other key projects and various small network projects. 

 

$1.5m  People & Customer – Vehicle purchases planned for December but 
happening later in the year. 
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Attachment 1 to Report 23.29 
Financial Report – 31 December 2022 

 
 

Detailed Business Groups Reports as at 31 December YTD 
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Attachment 1 to Report 23.29 
Financial Report – 31 December 2022 
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Attachment 1 to Report 23.29 
Financial Report – 31 December 2022 
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Attachment 1 to Report 23.29 
Financial Report – 31 December 2022 
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Attachment 1 to Report 23.29 
Financial Report – 31 December 2022 

 
 

Compliance with Treasury Risk Management Policy  
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Finance, Risk and Assurance Committee 
14 February 2023 
Report 23.28 

For Information 

HEALTH, SAFETY AND WELLBEING UPDATE FEBRUARY 2023 

Te take mō te pūrongo 
Purpose 

1. To advise the Finance, Risk and Assurance Committee (the Committee) of Greater 
Wellington Regional Council’s (Greater Wellington) Health, Safety and Wellbeing (HSW) 
performance and activity. 

Te tāhū kōrero 
Background 

2. The HSW performance scorecard is outlined in Attachment 1. 

HSW Fatal and Severe Risk review project 

3. Fatal and Severe risks (FSR) for review are:  

a Abusive and aggressive behaviour (complete) 

b Lone and remote working (nearing completion) 

c Third party contractor HSW management (in discovery) 

d Physical works (includes working at height, confined space, moving and other 
powered machinery and equipment) 

e Hazardous substances 

f Transportation 

g Working on or near water 

4. A paper was presented to the Executive Leadership Team (ELT) in December 2022 
(Attachment 2) outlining the current state assessment of the risk of exposure to third 
party initiated abusive and aggressive behaviour and identified opportunities to 
improve confidence in management of the risk.  

5. This presentation to ELT followed an in-depth review using the recently approved 
enterprise risk approach, to determine the risk rating and the level of confidence ELT 
can have that the risk is managed effectively. Based on this, ELT accepted the risk as 
moderate and the level of confidence and concern in management of the risk as yellow.  

6. This suggests a reasonable and broadly acceptable level of risk, but we need do more 
to strengthen controls and increase confidence. It also reflects a ‘balanced’ risk appetite 
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for HSW risk, which is more in keeping with the type activities of we undertake.  Please 
note this differs from the currently stated ‘averse’ risk appetite for HSW. 

7. Work will commence in February 2023 to implement the improvement plan endorsed 
by ELT as a result of this review. 

8. Work to assess the Lone and Remote Working risk level, confidence and opportunities 
is now complete and will be presented to ELT for decision in March 2023. 

Third party contractor review project, including Metlink 

9. A project to review and improve third contractor HSW management is underway in 
conjunction with the FSR third party contractor risk assessment.  

10. This is timely given the top three high consequence events in the past 12 months 
involved a contractor’s vehicle rolling over. Two of these events involved light utility 
vehicles (LUV) and one of these events involved a tractor. 

11. The most recent event was the tractor roll over in January 2023. This resulted in the 
contractor’s worker being pinned under the tractor and airlifted to hospital with 
moderate injuries. 

12. WorkSafe was notified and have subsequently advised they will not be investigating 
further. Greater Wellington is working closely with the contractor to understand what 
led to the incident, identify opportunities for improvement and share learnings.  

13. The review project also includes Metlink operators, with an independent audit of bus 
operators HSW practice and performance currently underway. 

Wellbeing 

14. Wrap around wellbeing support continues for teams affected by the new Environment 
Group change programme. 

15. The greatest uptake in usage has been with our internal mental wellbeing first 
responders, followed by our Rongoa Māori providers, rather than traditional employee 
assistance program (EAP) services. 

16. 75% of the mental health first response (MHFR) conversations are instigated by the 
responder, and the rest by the staff member. Main themes include anxiety and 
depression, work stress, physical health, personal relationships, and family issues. We 
continue to monitor the wellbeing of this group as the new structure is stood up. 

HSW policy and framework update 

17. The overarching HSW policy and HSW framework, which is the operating model for HSW 
at Greater Wellington has been reviewed, updated, and approved by ELT to go out for 
consultation in February 2022. 

18. Work to review and update key supporting HSW guidelines and processes is also 
underway, with an emphasis on how we integrate and operationalise the new 
enterprise risk approach as a core way of working to manage our HSW risk. We see this 
as an opportunity to embed and assure consistent HSW practice across Greater 
Wellington, especially as the new Environment Group structure is stood up. 
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Ngā āpitihanga 
Attachments 
Number Title 
1 HSW Performance Scorecard to end December 2022 
2 ELT Decision Paper: 3rd Party Initiated Abusive / Aggressive behaviour risk 

Ngā kaiwaitohu 
Signatories 

Writer Julie Barber – Kaiwhakahaere Matua | Manager, Health, Safety and 
Wellbeing 

Approver Donna Hickey – Kaiwhakahaere Matua, Whakamāhorahora | General 
Manager, People and Customer 
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He whakarāpopoto i ngā huritaonga 
Summary of considerations 

Fit with Council’s roles or with Committee’s terms of reference 

This report assures the Committee that Greater Wellington’s legal obligations under the 
Health and Safety at Work Act 2015 are maintained and met. 

Contribution to Annual Plan / Long Term Plan / Other key strategies and policies 

The HSW Policy and Wellbeing Strategy are included in Greater Wellington’s Annual Plan 
2022/23. 

Internal consultation 

No internal consultation was required. 

Risks and impacts - legal / health and safety etc. 

The HSW risks and treatment are outlined in paragraphs 3 to 16 inclusive. 
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Attachment 1 to Report 23.28 
         Health, Safety and Wellbeing Performance Scorecard Sept – Dec 2022 

 

Event reporting  

                         

New / emerging trends  

• High consequence incidents involving contractor vehicles 
• Continued high usage of internal mental health first responders 

 

ACC work injury claims 

               

Wellbeing 

           
 
        EAP – Employee Assistance Programme 

 
 

Work injury claims last 12 months 
Total claims 24 
Lost time claims 10 
Total days lost 438 

            Wellbeing Insights Oct – Dec 2022 

42 mental health first responder supported 
conversations  

33 Staff received rehabilitation support (work related 
injury, non-work injury and medical) 

21 wellbeing messages and promotions delivered 

3  suspicious lesions picked up by onsite melanoma 
checks in Cuba, Upper Hutt and Masterton referred for 
medical attention. 
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ELT Decision Paper: 3rd Party Initiated Abusive / Aggressive behaviour  

 
1. FSR – risk that could kill or cause serious physical and / or psychological harm 
2. Worker includes GW employees and contractors, and volunteers who work for us on a regular basis  

Fatal and severe risk review – 3rd party initiated aggressive / abusive 
behaviour 
Meeting Date: 14 November 2022 

From: Julie Barber, Manager, Health Safety and Wellbeing 

Approved by: Donna Hickey, GM People and Customer 

FOR DECISION 

 

1. Purpose 
This report  

a. provides the current state view of Greater Wellington’s (GW) 3rd party abusive and 
aggressive behaviour risk and rationale for this 

b. identifies opportunities which if ELT commits to will give greater confidence in 
management of the risk  

 
2. Issues for ELT Attention 

Background 
 
The Health Safety and Wellbeing team is undertaking an in-depth review of Greater 
Wellington’s (GW) HSW fatal and severe risks1 (FSR).  
 
We have identified eight primary FSR’s, specifically: 
1. Transportation 
2. Hazardous substances 
3. Lone and remote work 
4. Physical works (confined space, working at height, moving plant and equipment, traffic 

management, tree works) 
5. Working in or over water 
6. Wellbeing / Hauora 
7. Control and influence over contractors/third parties 
8. 3rd party initiated aggressive and abusive behaviour (the subject of this paper) 

 
3rd party initiated aggressive / abusive behaviour is one the FSR’s our frontline and customer 
facing workers2 are exposed to daily.  
 
We prioritised this risk for review in response to recent high consequence events involving 3rd 
party initiated aggressive / abusive interactions with GW workers. 
 
This type of behaviour is escalating in frequency, level, and type of aggression in Covid 
recovery times generally and is a known risk and common cause for concern and focus across 
service and regulatory sectors. This includes other Regional Councils and Territorial Authorities 
whose experience is the same as GW. 

Attachment 2 to Report 23.28
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ELT Decision Paper: 3rd Party Initiated Abusive / Aggressive behaviour  

Page 2 of 12 
 

What we know about the risk in GW workplaces 
 

In GW’s case aggressive / abusive behaviour towards our workers is typically driven by one or a 
combination of: 

• Public frustration or dissatisfaction with a GW service or activity e.g., Metlink services 
• Misunderstanding of GW functions and mandates e.g., enforcement activities 
• GW brand as a target – protest action, deliberate sabotage e.g., in response to 1080 

drops 
• GW staff disrupting illegal activity on GW land e.g., illegal hunting 
• Person(s) under the influence of alcohol and/ or other drugs, underlying mental 

wellbeing issues, or antisocial behaviour 
 

The risk is dynamic, it can escalate quickly and without warning. Over the past three years we 
have seen an escalation in physical assaults, (including a sustained physical attack on a park 
ranger in December 2021 leaving him seriously injured and psychologically traumatised), 
verbal threats including death threats and threats with weapons both face to face and over the 
phone, hostile behaviour at public meetings, road rage incidents, security breaches by 
disgruntled persons and one case of deliberate tampering with a GW vehicle in response to a 
1080 drop.  
 
We also see emerging trends in online abuse and threats of harm via email and our social 
media channels, and an escalation in diversity and racially and motivated abuse. 
 
GW workers at greater risk tend to be our park and harbour rangers, environmental protection 
officers, predator free and biosecurity officers, flood protection and contact centre / reception 
staff. However, any GW worker could be exposed particularly when driving a GW branded 
vehicle or wearing GW branded clothing. 
 
We know in most cases 3rd party aggressive behaviour (unless serious) goes unreported 
because it is normalised as an accepted ‘part of the job’, particularly repeated verbal abuse. 

 
The impacts for our workers include physical harm (or in the worst case, fatality), and harm to 
mental wellbeing and resilience, particularly in cased of prolonged and repeated exposure to 
verbal abuse.  

 
The wider impacts to GW also include the well-known and documented flow on effects of 
burnout, decreased employee engagement and productivity, increased absenteeism, turnover, 
and reputational damage. 

 
GW has a legal obligation to understand the risk and make sure we do what is reasonable and 
possible to protect our workers and others in our workplaces from harm.  

 
Meeting our legal obligations is a GW strategic priority. 
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Risk 
 
Using the new enterprise risk approach, the risk of 3rd party aggressive / abusive behaviour is 
assessed as moderate and confidence and concern in management of the risk overall as yellow 
– i.e., can live with this but would like to do more (Appendix 1).  
 
This suggests a reasonable level of risk which is broadly acceptable, but we need do more to 
strengthen controls and increase confidence in its management. This also reflects a ‘balanced’ 
risk appetite for HSW, which more in keeping for the type activities of we undertake to achieve 
our purpose, than the stated ‘averse’ appetite in the current Enterprise Risk Policy 
 
To determine the risk, and confidence ratings we undertook: 

• A review of abusive / aggressive incident behaviour reports in KESAW and event 
learning reviews over the past three years  

• In-depth bow tie risk assessments with representative groups of workers exposed to 
the risk (Appendix 2) 

• A review of the preventive and protective measures currently available, how 
consistently these are applied and how effective they are (Appendix 3) 

• A risk sentiment approach to report the risk rating and confidence, and assurance 
(Appendix 4) 

• A gap analysis to identify any major gaps we need to address  
 

What we found 
 
Through this we found our workers generally have a strong awareness and understanding of the 
risk associated with their various work activities. While work planning plays a key part in pre-
empting potential situations and controls required, there is a heavy reliance on managing dynamic 
situations as they a occur along with a level of acceptance of the risk as ‘part of their job’.  
 
We can't eliminate the risk because of the work we do and our need to interface with the public, 
and it is unlikely we can reduce it below moderate because of the uncertainty, unpredictability 
and volatility faced when dealing with 3rd parties. This includes how quickly a situation can 
escalate, the lower level of control and influence we have over where and when this behaviour 
happens and the impact if it does.  
 
We have a range of protective and preventive controls in place which tend to focus on situational 
awareness and de-escalation training, physical security measures, emergency response and 
support for workers impacted by exposure to the aggressive abusive behaviour. However, these 
are not fully implemented or consistently applied across business units 
 
We are also missing a consolidated organisational approach in respect of documented polices, 
standards and guidance and an ongoing assurance programme to provide confidence the risk is 
managed effectively within tolerance agreed by ELT. 
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Opportunities for improvement 
 
Based on the evidence, we need to look at the opportunities and reasonable actions available to 
address the gaps and improve confidence in management of the risk. 
 
Knowing we can’t eliminate the risk; the proposed improvement plan (Appendix 5) uses a 
combination of control strategies to make sure 

 
• The right organisational policies and procedures are in place 
• Risk is designed out where practical (e.g., job design, physical security), but where this 

can’t be achieved, 
• Worker’s capability to detect, respond to and de-escalate aggressive / abusive 

interactions (where it’s safe to do so) is enhanced through fit for purpose training, 
awareness, and regular refreshers 

• The right emergency response procedures and communication tools are in place to get 
help quickly if needed 

• The right support services are in place to reduce or manage the impact of abusive and 
aggressive behaviour when it does happen 

• Regular reporting, monitoring and assurance activity is in place  
 
Benefits of implementing the improvement plan include: 

• Better transparency and understanding across GW around the safeguards already in place 
to manage aggressive and abusive behaviour 

• Strengthened and consistent controls to mitigate harm  
• Demonstrating GW has taken reasonable and possible steps the manage the risk, and that 

GW has listened to and acted on feedback and improvement suggestions from workers 
• Improved confidence and assurance the risk is managed effectively at moderate. 
 

Elements in the improvement plan also address our Lone and Remote Working risk also under 
review. 
 
3. Recommendation 

1. ELT accepts a moderate level of risk which will continue to exist given the activity GW 
undertakes (appetite), noting the reasons for this 

2. ELT discusses and agrees a stance on the appropriate level the risk will be managed to 
(tolerance) 

3. ELT agrees to the proposed improvement plan to give greater confidence management 
of the risk is effective and consistent 

 
Attachments 
Appendix 1: Risk classification and sentiment survey 
Appendix 2: Bow tie risk assessment 
Appendix 3: Effectiveness of preventive and responsive controls in place 
Appendix 4: Risk sentiment slide 
Appendix 5: Action and improvement plan 
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DECISION SUMMARY 
Decision to be made 
Short summary of the ‘ask’ of ELT 

1. Agree and accept the moderate rating (appetite) for this risk 
2. Agree the level of confidence they want to see in its 

management (tolerance) 
3. Commit (resources, time and effort) and oversee 

implementation of the proposed action and improvement plan 

Why is this important? 
What problem does this solve or 
benefit does it provide? 

• Exposure to 3rd party initiated aggressive / abusive behaviour is 
one of our fatal and severe risks which could seriously injure or 
harm GW workers and damage GW assets 

• We have a legal obligation to understand and manage the risk 
(both physical and psychological) as far as we reasonably can 

• Meeting our legal obligations is a GW strategic priority 
 

What do we know? 
What options were considered? 
What trade-offs are inherent in this 
decision? 

• The risk is escalating generally 
• We can't eliminate the risk, and unlikely we will reduce it below 

medium  
Options: 
• Option1 ELT can accept the risk and the status quo or 
• Option 2 ELT can accept the risk and commit to GW doing more 

to give greater confidence management of the risk is effective 
and consistent.  
 

What don’t we know? 
What is uncertain at this point? 
What risks and opportunities relate to 
this decision? 

• The how quicky interactions with customers and members of 
the public can escalate  

• The nature and type of threats to GW workers and assets 
• How GW staff will respond or be affected by the interaction 

How will we manage this? 
What else will we do to manage these 
uncertainties or risks? 

• The proposed action and improvement plan combines control 
strategies to address gaps and give the greater level of 
confidence ELT should expect to see 

Has the impact of this decision 
been tested? 
Have we considered the implications 
of this from various perspectives? 

• Workers, management and HSW representatives from all 
business units took part in focus groups as part of the risk 
review and assessment. 

Can we pay for it? 
Is this within our existing budget?  If 
not, how will it be funded? 

• There is budget for training, but other aspects of the action and 
opportunity plan will need to be budgeted, e.g., proposed 
security enhancements  

Who needs to know? 
Once the decision is made, who will 
this impact, who needs to know and 
how will this be shared? 

• Finance risk and Assurance Committee (FRAC) GW managers 
and workers, HSW Representatives 
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1. FSR – risk that could kill or cause serious physical and / or psychological harm 
2. Worker includes GW employees and contractors, and volunteers who work for us on a regular basis  

Appendix 1: Risk classification and sentiment summary  
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1. FSR – risk that could kill or cause serious physical and / or psychological harm 
2. Worker includes GW employees and contractors, and volunteers who work for us on a regular basis  

Appendix 2: Bow tie risk assessment 

 

Staff member exposed 
to the aggressive or 
abusive behavior of 

another person/s

Aggressive / 
Abusive People - 
External to GW

RESPONSIVE CONTROLS (as assessed)

Threatening 
behaviour in the field
(Including discovery 

of illicit activity)

Threatening 
behaviour in public 

forum

Online/social media 
abuse

Fatality /Serious 
physical injury

Stress, anxiety and 
loss of personal 

confiedence

 PTSD/Situational 
vulnerability. Task 

avoidance, 
presentism, 

absenteeism & 
potential resignations

Damaged 
relationship/
Reputation

Communication 
Base radio 

buddy 

Training – 
CERT/Allsafe

Work 
planning – 
working in 

pairs

Emergency 
Preparedness – 
including local 

Police relationships

FSR 1 – 3rd Party Aggressive / Abusive Behaviour 30 June 2022

Person under the 
influence of alcohol 

and other drugs
Training – 

CERT/Allsafe

Communication 
– radio, mobile

- base radio 
support

Establish & 
maintain 

relationship 
with local 

Police

Virtual 
whiteboard/

tracking

Training – 
CERT/Alsafe/

TUF

Buddies/
Working in 

pairs

PREVENTIVE CONTROLS (as assessed)

Planning – 
situational 
awareness

Opportunity:
Restored or 

strengthened 
relationship/New 

relationship established

Public 
meeting code 

of conduct

Meeting Chair 
control

Communication 
– radio, mobile

- base radio 
support

Buddies/
Working in 

pairs

Employee 
Assistance 

Programme

Racial, Cultural, 
Diversity Abusive 

Behaviour

Damage to vehicle 
and/or equipment

Post situation/
event review

Post situation/
event review

Post situation/
event review

Active/
Positive 

Leadership 
support

Active/
Positive 

Leadership 
support

Active/
Positive 

Leadership 
support

Abusive threatening 
behaviour at 
reception or 

threatening phone 
call

(Including direct 
general threat to GW)

Training – TUF
Panic button 
& response 

protocol

Establish & 
maintain 

relationship 
with local 

Police
Virtual 

whiteboard/
tracking

Virtual 
whiteboard/

tracking
Employee 
Assistance 

Programme

Response 
protocols

Deliberate damage, 
sabotage, tampering 
with equipment and/

or vehicles

GW Security 
Incident Reporting 

protocol

Routine 
respond 

procedure 
drills

Routine respond 
procedure drills

Routine respond 
procedure drills

Contact 
Centre – 

Knowledge 
Base

Contact Centre – 
Knowledge Base

GW Positive 
Workplace 

Policy

Te Hunga 
Whiriwhiri 
support – 
Tikanaga 

Maori

Secure storage 
facilities for vehicles 

& equipment

GW Security 
Incident 

Reporting 
protocol

GW Security 
Incident 

Reporting 
protocol

Well@Work 
report

Well@Work 
report

Well@Work 
report

TUF 
Training

TUF 
Training

TUF 
Training

CERT/Allsafe/
TUF Training

Eroad Inspect
Worksite 

inspection & 
prestart 

equipment 
checks

GW Positive 
Workplace 

Policy

Te Hunga 
Whiriwhiri 
support

0800 
Roadside 

Assist

Te Hunga 
Whiriwhiri 
support

Contact Centre 
knowledge base

GW Security 
Incident Reporting 

protocol

GW Security 
Incident 

Reporting 
protocol

Workplace 
Mental Health 
1st Responders

Workplace 
Mental Health 
1st Responders

Building Security 
measure to 

separate public 
and office areas

Diversity & 
Inclusion 

Committee 
and Networks

Well@Work 
Report

Well@Work 
Report

Professional 
psychological 

support

Building Security 
measure to separate 

public and office areas

Opportunity:
Increased staff 

resilience & capability
CERT/

Allsafe/TUF 
Training

GW Positive 
Workplace 

Policy

Te Hunga 
Whiriwhiri 
support

Employee 
Assistance 

Programme 

Active/
Positive 

Leadership 
support

Training – TUF

Vehicles & 
equipment checks
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Appendix 3: Effectiveness of current controls - 3rd Party initiated aggressive and/or abusive behaviour 

Risk Management 
Strategy 

Status – how well, widely implemented in areas where risk is present Effective – where it is implemented is it having the expected effect in 
reducing the risk 

Fully implemented  Fully Effective   
Partially Implemented  Partially Effective  
Control Description - How we manage the risk Status Effective Preventive or Responsive 

Policy, process & 
information Work planning, including HSW planning, identifying potential for 3rd party aggressive 

and/or abusive behaviour: 

• Adequate resourcing 
• Dynamic risk identification & management 
• Supporting HSW framework related documents and information 

Partially Partially Preventive 

Related emergency procedures and drills, e.g.: 

• Overdue/missing worker 
• Radio orange button 
• Reception duress button activation 
• Contact Centre “Knowledge Base” 

Partially Fully Responsive 

Communication 

• GW Radio network 
• Worker intention and field operation monitoring 
• Mobile phones 
• Personal locator beacons (PLB’s) 
• Eroad 

Partially Partially Preventive 

Physical environment – 
safety by design Office and depot security, including: 

• Reception security design and features 
• Office area security/access management 
• Depot office operational hours security 
• Depot after hours security 

Partially Effective Preventive 

Training & Competence Training for staff relating identifying and managing 3rd party aggressive and/or abusive 
behaviour: 

Partially Fully Preventive 
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• Induction processes 
• Thriving Under Fire (TUF) 
• Allsafe – Situational Safety Training 
• CERT -Situation Safety & Tactical Communications (Regulatory/ Compliance Activity) 
• Tikanga education 
• GW Radio Network operation 

Wellbeing/ Hauora 
• GW staff EAP and Manawa Ora service 
• GW Mental Health 1st Responders 
• External professional psychological assistance 

Fully Fully Responsive 
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Appendix 4: Risk sentiment  
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Appendix 5: Improvement plan 
 
Risk management 
strategy 

Gap Opportunity  Action  Lead  

Policy process and 
information  
 
 

Lack of documented 
policies  

Clear organisational position direction, 
and resources in place 
 
Clearly stated GW position for staff and 
public/others, detailing:  

• GW’s risk appetite and 
tolerance threshold  

• Risk management priorities – 
considering organisational 
service design, delivery, and 
security  

Bring together existing good risk 
management practice and information 
from across GW  
 

Implement HSW frameworks 
standard and guidance – ‘dealing 
with exposure to 3rd party initiated 
aggressive / abusive behaviour and 
develop resources 
 
Implement harmful digital 
communication policy  
 
Implement unreasonable complaint 
policy 

HSW 
 
 
 
 
 
Customer 
engagement  
 
Business & 
Customer 
support 

Physical environment 
– safety by design  

Inconsistent physical 
security features across 
GW offices and depots. 

The risk is designed out consistently 
across GW sites 
 
Risk profiles established for each GW 
site and confirmed what additional 
measures are reasonably practical for 
each location 
 
The use of current technologies to 
increase security at GW sites and better 
inform dynamic risk assessments, e.g., 
CCTV that can be accessed to view live 
images remotely from mobile devices  
 

Complete a physical security review 
of all GW offices, depots and onsite 
staff residences and submit a 
security action and improvement 
plan 
 
Submit a proposed physical security 
action and improvement plan to ELT  
 
*Please note: Action to address 
recent security breaches at Upper 
Hutt depot is underway 

Business & 
Customer 
support 

Training and 
competence 

Consistent delivery of fit 
for purpose training for 

Establish a clear understanding on what 
is fit for purpose training  

Training needs analysis   
 

 
HSW / HR 
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all staff exposed to the 
risk  
 
 
 
 
 

GW staff equipped with skills, 
knowledge, and tools to help manage 
the risk and keep themselves safe.  

• Recognition  
• De-escalation  
• Personal safety  
• Compliance  

 

Identify and document elements of 
fit for purpose training   
 
Identify the roles and gaps requiring 
these training elements 
  
Establish a plan to ensure training 
and refresher activity is delivered to 
identified staff   
 

Monitoring and 
assurance  

Inconsistent risk controls 
monitoring and assurance 
activity.  

Ongoing assurance for GW that controls 
are in place and performing as expected 
 
Opportunities for additional or 
improved controls identified 
  
Identify and analyse motivating factors 
to inform planning  
 
Good service design to reduce 
aggravating factors  
 

Establish a risk specific assurance 
programme, including:  

• Annual review of KESAW 
events  

• Programmed emergency 
procedures drills  

• Audits  
• Training plan progress  
• Reporting to ELT  
• Incident reviews   
• Risk planning  
• Post incident reviews – 

identify trends and 
mitigation strategies  

 

HSW 
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Finance, Risk and Assurance Committee 
14 February 2023 
Report 23.18 

For Information 

RISK MANAGEMENT UPDATE – FEBRUARY 2023 

Te take mō te pūrongo 
Purpose 

1. To update the Finance, Risk and Assurance Committee (the Committee) on the 
developments of risk management within Greater Wellington Regional Council (Greater 
Wellington). 

Te horopaki 
Context 

2. The new risk approach was introduced to the Committee in May 2022 and seeks to 
provide: 

a Top-down identification of key areas of success and uncertainty which are aligned 
to Greater Wellington’s purpose and long term plan commitments 

b A view of Greater Wellington wide areas of uncertainty through the Executive 
Leadership Team (ELT) risk dashboard. 

c Areas of uncertainty defined on a page in terms of opportunities, threats, causes, 
response, and management processes. 

d A reset to assign specific accountabilities for uncertainties that enables risk to be 
embedded into Greater Wellington's core ways of working. 

3. Since the May 2022 Committee meeting, we have: 

a Recruited and onboarded the Senior Manager, Corporate Risk and Assurance. 

b Revised the ELT risk dashboard to better align to the long term plan. 

c Developed a suite of one page uncertainty statements. 

Te tātaritanga 
Analysis 

4. The new risk approach has now been piloted with a further six teams with one-page 
statements being developed to unpack each uncertainty. 

5. A report was prepared and presented to ELT, in December 2022, providing them with 
the latest ELT risk dashboard and new uncertainty statements. ELT endorsed the new 
risk approach which will form part of their regular monthly reporting.  
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6. The report also outlined next steps which included updating both the risk management 
policy, to enable risk management to be effectively embedded into core ways of 
working, and the risk appetite statement, to explicitly define the level of uncertainty 
(risk) that is deemed to be acceptable for Greater Wellington to take on, to deliver on 
its mandate and strategic priorities.   

7. Attachment 1 provides the Committee with: 

a The current Success and Risk Profile, heat-mapped to reflect the perspective of 
the ELT 

b The results of workshops undertaken to unpack one page uncertainty statements. 

Updated Risk Management Policy 

8. An effective risk management policy enables risk management to be effectively 
embedded into core ways of working including planning, operations and monitoring 
processes while normalising regular conversations surrounding risk. 

9. We are in the process of updating Greater Wellington’s risk management policy as the 
existing policy is out of date and does not align to our new risk approach.  

10. We will be seeking approval of the updated policy during ELT’s February meeting. 

Updated Risk Appetite Statement 

11. A risk appetite statement is a mechanism to explicitly define the level of uncertainty 
(risk) that is deemed to be acceptable for Greater Wellington to take on, to deliver on 
its mandate and strategic priorities.  Typically, specific appetites (levels of acceptable 
risk) are defined for specific categories or groups of similar risks.   

12. In effect, a risk appetite statement is set by Council, to create boundaries in which the 
CEO and ELT can make decisions. A risk appetite that is too conservative may constrain 
choices and operations, while one that is too bold may lead to undesirable outcomes.  

13. While no organisation actively seeks out risk (in terms of negative things happening), 
thinking of risk as uncertainty, frames this discussion in terms of 'how much variability 
of outcomes (both good and bad) are we prepared to accept in order to do things 
differently and meet our commitments'.   

14. The level of acceptable variability/uncertainty is likely to differ for different areas, 
hence, the need for a clear risk appetite statement to guide executive decision making. 

15. Greater Wellington’s risk appetite statements were approved by the Committee and 
last reviewed in September 2020.  

16. This means the risk appetite statement is out of date and needs to be updated to reflect 
the new risk approach and the new Council’s position on risk.  

17. We will be looking to set up a workshop with members of the Committee to begin the 
process of updating the Risk Appetite Statement. 
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Ngā āpitihanga 
Attachment 

Number Title 
1 Success and Uncertainty – Risk Update for the Finance, Risk and Assurance 

Committee 

Ngā kaiwaitohu 
Signatories 

Writer Jacob Boyes – Senior Manager, Corporate Risk and Assurance 

Approver Sue McLean – General Manager Corporate Services 
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He whakarāpopoto i ngā huritaonga 
Summary of considerations 

Fit with Council’s roles or with Committee’s terms of reference 

The Committee has a specific responsibility to “review the effectiveness of Greater 
Wellington’s identification and management of risks faced by Council and the organisation. 
This review includes whether Greater Wellington is taking effective action to mitigate 
significant risks” 

Contribution to Annual Plan / Long Term Plan / Other key strategies and policies 

Greater Wellington makes decisions every day on order to deliver it’s to what it has 
committed to through the Long Term Plan.  Risk management is essentially enabling good 
decisions to be made that reflects a good understanding of uncertainty within the 
environment and tradeoffs between competing choices. 

Internal consultation 

In developing this refreshed approach to risk reporting, consultation and input was provided 
by 

- The GM Corporate Services 

- The Executive Leadership Team 

Risks and impacts - legal / health and safety etc. 

Several areas of risk have emerged from this work.  These are described in the body of this 
report. 
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Attachment One - Risk update for the FRAC
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The attachment includes:

• The current risk dashboard heat-mapped to reflect the perspective of the ELT.

• The results of workshops undertaken to unpack one page uncertainty statements.

Attachment Overview
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K E Y

Protecting and restoring our 
environment and flood protection

Delivering an efficient, accessible and 
low carbon public transport network

Leveraging regional partnerships to 
enable special planning and economic 

development

Providing a clean and safe water 
supply

Ability to deliver 
the capital 
programme

Impact on the 
environment

Fitness for 
purpose of 
assets

Continuity of 
service

Reliance on 
actions of third 
parties

Appropriateness 
of services & 
delivery models

Developing people and leaders

Transforming technology Building stronger partnerships and engagement

Striving for organisational excellence

Compliance with 
legislative and 
regulatory 
requirements

Effectiveness of 
planning

Effectiveness of 
technology

Ability to fund 
delivery

Capability and 
capacity of people

Health, safety and 
wellbeing of people 

Adequacy, integrity 
and privacy of 
information

Integrity of people, 
fraud, bribery or 
corruption

Capability and 
capacity of external 
suppliers and 
partners

Foundation to Success

Improving outcomes for mana whenua 
and Māori

Responding to the climate emergency

Adapting and responding to the 
impacts of Covid-19

Aligning with Government direction

Quality of 
stakeholder 
relationships and 
partnerships

Ability to 
implement 
change

Impact of 
climate change

Impact of 
reform

Reputation and 
public profile

Extent to which 
Te Tiriti 
obligations are 
met

Demographic 
change & clarity 
of community 
need

Understanding & meeting community needs Public trust and 
confidence in Greater 

Wellington and 
license to operate

Through delivering on our commitments and 
achieving the vision of an extraordinary 
region, thriving environment, connected 

communities, resilient future

Connected 
communities

Thriving 
environment

Resilient 
future

What success looks like

Key 
area

G Y A R

Confidence / concern rating 

Delivering core services

Ultimate objective
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The sentiment survey was run in the first week of 
February resulting in the following observations.

ELT has  low alignment for the ‘Reputation and public 
profile’ and ‘Integrity of people, fraud, bribery or 
corruption’ uncertainties. 

Based on follow up commentary:
1. The reputation and public profile uncertainty has 

been workshopped and will be presented to ELT 
during the Feb 2023 monthly reporting session.

2. The Finance team are in process of arranging for 
PWC to complete a fraud risk assessment. The 
workshop to unpack this uncertainty will be aligned 
to this work, and its timeline, to ensure it takes 
account of any results or recommendations.

Management Comment

G
M

ELT Dashboard
Last updated: 7 February 2023

Sentiment Alignment

We have confirmed risk owners for all uncertainties.

We are still to confirm the risk champion for the 
Environment group and risk leads for:
• Impact of reform
• Demographic change & clarity of community needs
• Impact on the environment
• Appropriateness of services & delivery models

We will look to have a workshop with risk leads and risk 
champions to outline what is required from them in their 
roles. 

What is new
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Actions & Controls Uncertainty

Compliance with 
legislative and 
regulatory requirements

Measure
Measure Trend

ComplyWith exceptions ↑

Survey results (eg fraud, risk, 
staff engagement)

↓

# audit exceptions ↓

% attendance at training ↑

Public/media sentiment via 
focus groups

→

How are we managing this?

1. Currently devolved to each business 
area with little to no central oversight 
and monitoring

2. Participation in industry special 
interest groups and forums

4

Risk category Stance A

Loss, failure or damage to assets Balanced

Services being severely curtailed Balanced

Health & safety to staff and 
contractors

Averse

Physical harm to the general 
public

Adverse

Financial, macroeconomic risk Balance

Subsidiary companies and Trusts Balanced

Legislative and regulatory Adverse X

Political and reputation Balanced

Projects Balanced

Environmental damage Adverse

Human Resources Balanced

ELT agreed acceptable 
level of uncertainty

tbc

1. External Audit process to assess system of 
legislative compliance

2. Business Assurance / internal audit reviews of 
areas eg contractual compliance

3. Waka Kotahi review of compliance with 
funding requirements (procurement and 
contractual)

1: By ‘rules of the game’ we mean:
- NZ Legislation
- Te Tiriti obligations
- Central Government direction (eg

GPS’s)
- Common law
- Internal Policies
- Contractual commitments
- Agencies such as OAG, OPC, 

Ombudsman, EPA etc

Sub Uncertainties

SM
 |

 D
KH

The extent to which GW is operating 
within the ‘rules of the game’1

Last updated: 14 November 2022

Response
Action Date

To establish a training and 
awareness campaign inc
legislation, regulation and Te Tiriti

Q1 
BP22/23

To implement ComplyWith to 
articulate compliance obligations 
and confirm compliance

Implementing recommendations 
from audit processes

Increasing the capacity of the 
central legal and procurement 
teams

Better use of Ngatahi reporting to 
monitor compliance

Alignment with Risk Appetite 
Statement [Source FRAC]Assurance

How do we know that this is managed effectively?

Workshop One Pager

Opportunities

• Positive community sentiment 
and reputation

• Rating agency support leading 
to lower funding costs

• Lower intervention from 
monitoring agencies

• Lower insurance costs and 
increased insurance availability

• Increased assess to constrained 
supplier base and availability in 
time of need/crisis

• Increased support from mana 
whenua partners

Threats

• Legal action leading to exec 
distraction and financial cost

• Potential for statutory 
management

• Inability to attract 
skills/resources/suppliers

• Increased intervention from 
monitoring agencies leading to 
cost and delay

• Inability to secure new funding
• Negative publicity and Council 

intervention
• Lower voter turnout in local 

authority elections

Knowledge
The extent of consistent 

understanding of obligations by 
those who need to know, and the 

support available to enable 
compliance

Culture
Tone at the top, clear accountability 
and willingness to do what is right, 

not what is expedient

Capacity
The extent of time teams (both 

individual and central teams) have to 
do the right thing in the right way

Complexity
The breadth of rules that apply and 

simplicity in which these are 
articulated

Embedding into process
The extent to which meeting 

compliance obligations is built into 
core ways of 

working/process/systems

UNCERTAINTITY 
Compliance with legislative 
and regulatory requirements

The results of the October 2022 workshop show that the Risk 
Lead has a determined a higher level of uncertainty to ELT’s risk 
sentiment, particularly in the areas of Knowledge, capacity and 
process. Will confirm with ELT about changing the level of
uncertainty from Yellow       to Amber     rating.Y A

Management Comment

Foundation to Success
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Actions & Controls
Uncertainty

Capability and 
capacity of 
suppliers

Measure
Measure Trend

↑

↓

↓

↑

→

How are we managing this?
1. Procurement policy and procedures 
2. Participation in industry special 

interest groups and forums
3. Baseline financial controls in place 

within Ngatahi including delegations, 
segregation of duties (one up 
review), PO approval and vendor 
spend reporting

4. Contracts register in place (not all 
contracts in register)

5. Probity review required for projects 
over $1M

6. Contract management through 
monitoring of milestones and 
renewal dates

7. Contract manager assigned for major 
contracts

8. Protected disclosure mechanism in 
place which includes whistleblower 
policy and escalation pathway to 
MBIE (procurement functional lead)

9. Use of AOG panels

5

Risk category Stance A

Loss, failure or damage to assets Balanced

Services being severely curtailed Balanced

Health & safety to staff and 
contractors

Averse X

Physical harm to the general 
public

Adverse

Financial, macroeconomic risk Balance X

Subsidiary companies and Trusts Balanced

Legislative and regulatory Adverse X

Political and reputation Balanced

Projects Balanced

Environmental damage Adverse

Human Resources Balanced

ELT agreed acceptable 
level of uncertainty

tbc

1. PWC internal audit which is reported against 
to FRAC

Issues

1. No consistent contract management or 
policy and processes in place

Sub Uncertainties

SM
 |

 D
KH

The extent to which GW can 
rely on suppliers to help 

deliver our work1

Last updated: 25 November 2022

Response
Action Date

Procurement capability uplift roadmap 
presented to ELT & FRAC which includes 
points noted below

Q1 BP22/23

Establish baseline understanding of 
supplier landscape and current level of 
maturity to measure progress

Leverage AoG panels where relevant 

New procurement team being 
established

Procurement and HSW working together

Procurement pipeline to understand 
future procurement needs

Embed analytics into the procurement 
process to understand our supplier 
portfolio

Key vendor relationship management 
meetings to be established

Alignment with Risk Appetite 
Statement [Source FRAC]Assurance

How do we know that this is managed effectively?

Workshop One Pager

Opportunities

• Lower cost of operation, greater value 
for money

• Ability to deliver on wider outcomes 
including social, sustainability and 
environmental priorities

• Increased diversity of supplier base
• Greater ability to predict and signal 

needs to the marketplace to attract 
quality suppliers

• Increased ability for suppliers to work 
in collaboration with other local 
authorities

• GW viewed by the market as a 
preferred client

Threats

• Concentration risk and over reliance 
on single points of failure

• Lack of willingness from others to 
contract with GW

• Poor quality spend
• Challenge from probity breaches
• Poor cultural fit and organisational 

alignment
• Low supplier HSW competency, and 

poor management by GWRC, leading 
to breaches as PCBU

• Inconsistent contract management 
leading to suboptimal commercial 
delivery and potential financial loss

UNCERTAINTITY 
Compliance with legislative 
and regulatory requirements

Foundation to Success

Market understanding
Extent to which we understand 

the market to procure 
effectively

Capacity (internal)
The ability to undertake 

procurement activities in a 
timely and effective way

Capacity (external)
Depth of market to provide 

services as and when needed

Capability
Staff knowledge and resources 

required to enable effective 
procurement

Culture
Tone at the top, accountability 
and willingness to do what is 

right

Supplier relationship 
management

Extent to which contractual 
obligations are meet

Supplier portfolio 
management

Understanding of our supplier 
base and manage it in a 

commercially sensible way

Embedding into process
The extent to which meeting 

compliance obligations is built 
into core ways of 

working/process/systems

The results of the October 2022 workshop show that the Risk 
Lead has a determined a higher level of uncertainty to ELT’s 
risk sentiment, particularly in the areas of Knowledge, 
capacity and process. Will confirm with ELT about changing 
the level of uncertainty from Yellow       to Amber     rating.Y A

Management Comment
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UNCERTAINTITY
Impact of climate change

The impact to GW (both organisationally and ability to 
deliver the LTP) of physical climate changes and society 

moving to net zero carbon.

Extreme weather events
Acute e.g., extreme weather 

events (rain / flood, wind, 
drought), wildfire

Actions/initiatives
How are we managing this?

1. Work underway to identify the specific actions 
and initiatives underway within GW 

Long term environment 
change

Chronic e.g., sea level rise, 
rising temperature

Policy and legal
Increasing carbon price, 
Impacts of future national and 
international policies and 
regulations, including 
compliance costs, Legal 
liability, legal challenges 

Technological
Costs of buying net zero tech, 
making correct tech choices

Economic
Stranded assets, early write-off 
of investment in polluting 
assets, loss of asset value, 
Higher insurance, borrowing 
and materials costs, access to 
credit, Potentially higher costs 
and reduced income, 

Last updated: 10 November 2022

ELT agreed acceptable 
level of uncertainty xxxx

Assurance
How do we know that this is managed effectively?

1. …

Reputation
Support and mandate from the 

community to act 

Physical

Transition

Actions & Controls

Uncertainty

Sub Uncertainties
Impact of Climate 
Change

LT
 |

 S
M

E
Measure ResponseAlignment with Risk Appetite 

Statement [Source FRAC]Assurance
Risk category Stance A

Loss, failure or damage to assets Balanced

Services being severely curtailed Balanced

Health & safety to staff and 
contractors

Averse

Physical harm to the general 
public

Adverse

Financial, macroeconomic risk Balance

Subsidiary companies and Trusts Balanced

Legislative and regulatory Adverse

Political and reputation Balanced

Projects Balanced

Environmental damage Adverse X

Human Resources Balanced

Action DateMeasure Trend

↑

↓

↓

↑

→

Opportunities

• Resource and energy efficiency
• Access to targeting funding
• Increased resilience
• Increase reputation

Threats

• Disruption of operations, services, 
logistics and supply chains

• Damage or loss of assets, costs to repair 
or replace assets 

• Impacts on staff productivity, wellbeing, 
culture and risk to life

• Loss of ecosystem services of natural 
environment, impact on natural assets

• Local economic impacts, so lower rates 
revenue and higher organisation costs

• Change in public preferences and 
demand for services 

• Legal and compliance costs
• Technological obsolescence and 

increased cost of new technology
• Maladaptation and inappropriate 

response or  incorrect scenario planning 
– both economic and reputation

• Reputational harm from inappropriate 
climate response or failure to act

Workshop One Pager

The results of the October 2022 workshop show that 
the Risk Lead has a determined a higher level of 
uncertainty to ELT’s risk sentiment, particularly in the 
areas of Knowledge, capacity and process. Will confirm 
with ELT about changing the level of uncertainty from 
Yellow       to Amber     rating.Y A

Management Comment

Understanding & meeting community needs
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UNCERTAINTITY
Health, safety and wellbeing 
of people

The risk of fatal or sever injury to staff, contractors 
and the public resulting from GWRC’s operations 

or actions.

Actions/initiatives
How are we managing this?

1. FSR Standards & Guideline – essential and 
supplementary controls

2. HSW Core training & competency programme
3. Safety in Design procurement practices
4. HSW Incident reporting and review processes

Last updated: 22 November 2022

ELT agreed acceptable 
level of uncertainty xxxx

Assurance
How do we know that this is managed effectively?

1. HSW FSR Critical Control Assurance and 
reporting programme

Actions & Controls UncertaintySub Uncertainties

Health, safety and 
wellbeing of people 

DH
 |

 S
M

E
Measure ResponseAlignment with Risk Appetite 

Statement [Source FRAC]Assurance
Risk category Stance A

Loss, failure or damage to assets Balanced

Services being severely curtailed Balanced

Health & safety to staff and 
contractors

Averse

Physical harm to the general 
public

Adverse

Financial, macroeconomic risk Balance

Subsidiary companies and Trusts Balanced

Legislative and regulatory Adverse

Political and reputation Balanced

Projects Balanced

Environmental damage Adverse X

Human Resources Balanced

Action DateMeasure Trend

↑

↓

↓

↑

→

Opportunities

•Increased resilience of 
people (short & long 
term)

•Increased engagement of 
people

•Resilience of assets
•Trust and reputation –

employer/principal of 
choice

•Innovation
•Effective and efficient use 

of resources

Threats

•Physical harm or fatality
•Psychosocial harm
•Legal liability
•Loss of trust of staff and 

the public
•Poorly understood risk
•Wasted resources

Workshop One Pager

Increased exposure to Exposure to 3rd party initiated 
Aggressive / Abusive Behaviour identified.  A 
workshop was initiated to understand why.

Management Comment

Foundation to Success

Exposure to 3rd party initiated 
aggressive / abusive behavior

Control and influence over third 
party contactors

Lone and remote work

Physical works

Hazardous substances

Working in or on water

Transportation

Wellbeing
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SUB UNCERTAINTY: 
Aggressive or Abusive 
Behaviour

3rd party threatening or 
undesirable behaviour that 
could result in harm to staff

Person under the influence of 
alcohol and other drugs

Preventative controls
- Planning  -SSSP, JSR’s, Event or meeting  plans
- Communications – mobile phones, radio network
- Building & site security – swipe card entrance and 

duress alarms
- Training – TUF, Allsafe, CERT & Tikanga
- External communications & relationship management
- Staff resourcing
- Professional supervision 
- Dynamic risk focus
Detective and responsive controls
- Communication & location/progress tracking – mobile 

phones, radio network, PLB’s, Intentions tracking app
- Emergency Response Procedures – radio emergency 

procedures, PLB’s, Contact Centre Knowledge Base, 
Cuba/Masterton Reception Duress Alarms & 
Processes

- GW Security Incident Reporting Protocols
- KESAW reports – post event review
- Routine monitoring
- EAP & Workplace Mental Health 1st Responders
- Professional supervision pilot
- Dynamic risk focus

Threatening behaviour in the 
field

(Including discovery of illicit 
activity)

Last updated: 10 November 2022

ELT agreed acceptable 
level of uncertainty xxxx

Assurance
How do we know that this is managed effectively?

1. Training delivered 
2. Reported events (KESAW) where 

control measures were deployed to 
prevent /manage situations 
(change management)

3. Scheduled audit and review

Exposure to 3rd party 
initiated Aggressive / 
Abusive BehaviourDH

 |
 JB

Measure ResponseAlignment with Risk Appetite 
Statement [Source FRAC]

Risk category Stance A

Loss, failure or damage to assets Balanced

Services being severely curtailed Balanced

Health & safety to staff and 
contractors

Averse x

Physical harm to the general 
public

Adverse

Financial, macroeconomic risk Balance

Subsidiary companies and Trusts Balanced

Legislative and regulatory Adverse

Political and reputation Balanced

Projects Balanced

Environmental damage Adverse

Human Resources Balanced

Action Date

Fully implemented 24/7 
monitored radio network and 
out of office tracking ( get 
home safe)

Extended CCTV coverage for 
key locations

Enhanced GW processes 
around Harmful Digital 
Communication

Extended Professional 
Supervision

Organizational polices and 
guidance implemented

Training needs analysis and 
data base

Measure Trend

KESAW reporting

Event learning outcomes

Training completed

Professional supervision 
uptake 

EAP use

Opportunities

• Physical harm or fatality
• Harm to wellbeing – stress, 

anxiety, mental health
• Legal liability 
• Resilience and productivity –

absenteeism, presenteeism, 
staff turnover

• Damage to external 
relationships & reputation

• Damage to property and 
equipment

Threats

• Increased safety, resilience and 
capacity of people

• Dynamic risk focus
• Enhanced  external relationships 

& reputation
• Resilience of assets

Workshop One Pager

The results of this workshop have been shared 
with the ELT in November 2022 where the 
Moderate Risk was accepted.

Management Comment

Health, safety and 
wellbeing of people DH

Threatening behaviour in public 
forum

Abusive threatening behaviour at 
Reception or Threatening phone 

call
(Including direct general threat 

to GW)

Actions & Controls UncertaintySub Uncertainties

Online/social media abuse

Racial, Cultural, Diversity abusive 
behaviour

Deliberate damage, sabotage, 
tampering with equipment 

and/or vehicles

Measure ResponseAlignment with Risk Appetite 
Statement [Source FRAC]Assurance
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Finance, Risk and Assurance Committee 
14 February 2023 
Report 23.17 

For Information 

ASSURANCE UPDATE – FEBRUARY 2023 

Te take mō te pūrongo 
Purpose 

1. To update the Finance, Risk and Assurance Committee (the Committee) on the three 
year assurance plan. 

Te horopaki 
Context 

Business Assurance Action Points 

2. Relevant updates against the current assurance plan are appended in Attachment 1.  

3. Since the previous update to the Committee (Business Assurance Update - Report 
22.172) the terms of reference documents for the change management, capital works 
and asset management reviews have been approved. 

4. Corporate Services have now hired a Senior Manager, Corporate Risk & Assurance that 
will support the coordination and management of assurance activities across Greater 
Wellington.  

Te tātaritanga 
Analysis 

Business Assurance Arrangements 

5. The assurance plan, through to 2024, is set out as a ‘plan on a page’ in Attachment 1. 
We have provided a progress update on the plan. 

6. Attachment 1 also outlines any changes, delays, and items to note for each of the 
assurance reviews included in the plan.  

7. The terms of reference documents for the change management, capital works and asset 
management reviews have been approved, with these reviews both commencing in 
February through to April 2023. 

8. Three recommendations have closed.  Further details open actions can be found in 
Attachment 1. 
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Review of the 2021-24 Assurance Plan 

9. As set out in Attachment 1, there are four reviews planned of the 2023/24 financial 
year. The Regional Land Transport Plan (RLTP) funding review is no longer required. If a 
review of higher priority is identified, the review of the rating model could be delayed. 

10. We would like to review the final year of the assurance plan to ensure planned reviews 
are best aligned to our areas of uncertainty and help enable delivery of the LTP. 

Ngā tūāoma e whai ake nei 
Next steps 

11. For the Committee to agree on the assurance topics to be completed during financial 
year 2023/24.  

12. We will continue to report back to the Committee on the progress of the assurance plan 
delivery as the reviews are completed and will continue to monitor the action points for 
completion. 

Ngā āpitihanga 
Attachment 

Number Title 
1 Assurance Update February 2023 

Ngā kaiwaitohu 
Signatories 

Writer Jacob Boyes – Senior Manager, Corporate Risk and Assurance 

Approver Sue McLean – General Manager Corporate Services 
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He whakarāpopoto i ngā huritaonga 
Summary of considerations 

Fit with Council’s roles or with Committee’s terms of reference 

The Committee’s Terms of Reference provide for it to “approve an internal audit plan”. 

Contribution to Annual Plan / Long Term Plan / Other key strategies and policies 

Internal audit / assurance reviews the effectiveness of Greater Wellington’s internal 
controls framework and processes such that Council can deliver effectively on its objectives, 
including safeguarding assets as set out in its Long-Term Plan and Annual Plans. Internal 
audit supports the risk management policy and risk management framework. 

Internal consultation 

The proposed internal audit arrangements were developed by management in consultation 
with a number of Greater Wellington’s third tier managers, with ELT oversight and review, 
and taking into account Committee and Council input provided in a workshop on 27 July 
2021. 

Risks and impacts - legal / health and safety etc. 

Internal audit acts to reduce risk by ensuring controls are operating as Greater Wellington 
has developed through its policies and procedures. 
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Attachment 1 
Assurance Update 

Finance, Risk and Assurance Committee 
14 February 2023
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Progress on the 2021-24 Assurance Plan  
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Progress on the 2021- 2024 Assurance Plan

PwC status:

Q3 Q4Q2

Completed
In progress/ on track

Delays or changes expected 

Not yet started

Assess core financial controls

Assess the approach to indirect 
taxes

Assess the rating model

Waka Kotahi funding - Regional 
Land Transport Plan

In summary: Since the last update, the terms of reference documents for the change management, capital works and asset management 
reviews have been approved with updates on their progress being provided in the Q4 FRAC meeting.

We are also looking to review the assurance plan as the regional land transport plan and rating model reviews are no longer seen as a 
priority by their sponsors.

FY 2023-24FY 2021-22 FY 2022-23

Q1

Project management office 
internal audit

Procurement and 
contract management 

assessment

Assessing and benchmarking our 
change management approach 

Capital works and asset management 
plans, processes and maturity

Review of the health 
safety and wellbeing 

workplan 
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Review Objective Scoping
Terms of 
Reference Fieldwork Draft 

Management 
Comments

Final 
Deliverable Comments 

Change Management 
Sponsor: Donna Hickey

Assess and understand the Council’s current change 
management practices and provide ongoing 
improvement recommendations to ensure that new 
business initiatives are implemented successfully. 

Terms of reference for this review have 
been completed with fieldwork being 
started in February.

Capital works and Asset 
management plan, 
processes and maturity
Sponsor: Alison Trustrum-
Rainey

Assess the processes and practices for effective 
asset management across GW, while determining 
the root cause of recurring capital expenditure 
underspend, identifying opportunities for 
improvement and remediation. 

Terms of reference for this review have 
been completed with fieldwork being 
started in February.

Status of in progress reviews

The table below provides an update on in progress assurance reviews.

Estimated end date: April 2023

Estimated end date: April 2023
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Review of the 2021-24 assurance plan 
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Review of the 2021-24 assurance plan 

Of the four reviews planned, for the 2023/24 financial year (see table below), one review is no longer required, and another review could be delayed, if a review of higher priority is identified.

We would like to review the final year of the assurance plan to ensure planned reviews are best aligned to our areas of uncertainty and help enable delivery of the LTP.
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Update on outstanding recommendations
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Follow up of Open Actions

The below table provides an update on current open and completed Business Assurance actions

Business Assurance 
review Closed Actions # Open Actions # Management commentary

Project management 
office internal audit 1 1

(1 in progress)

We are currently reviewing delegated financial authorities to ensure they align to peer organisations of GW. 

Note: Not reported in the last FRAC update. Included as progress has been made against recommendations and to ensure the update aligns to 
the assurance plan.

Health, Safety & 
Wellbeing 7 12  

(10 in progress) Work is currently underway on reviewing the critical risk register, which are being aligned to the new risk approach, and the controls register.

Procurement and 
Contract 
Management

1
(1 new closed)

6
(4 in progress)

Recruitment is progressing. A supplier list has been included within Ngātahi. GW is already part of numerous AOG panels, we have meet with 
MBIE and are also looking to be part of AOG electricity and construction sector consultancy panels. 

Note: previously reported as 16 recommendations in the last FRAC update. The 16 recommendations were actually initiatives that were linked 
to recommendations (findings). We are now tracking the 7 recommendations as they better align to PWC’s report and how other 
recommendations are being tracked.
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